ReaderTT.config = {"pagecount":25,"title":"Appendix Update for the PIA for the DHS Trusted Identity Exchange","author":"Department Of Homeland Security Privacy Office","subject":"","keywords":"","creator":"Acrobat PDFMaker 11 for Word","producer":"Adobe PDF Library 11.0","creationdate":"D:20150625093830-04'00'","moddate":"D:20150625144629-04'00'","trapped":"","fileName":"document.pdf","bounds":[[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210],[935,1210]],"bookmarks":[{"title":"Privacy Impact Assessment for the","page":1,"zoom":"XYZ 106 736 0"},{"title":"DHS Trusted Identity Exchange","page":1,"zoom":"XYZ 106 653 0"},{"title":"Abstract","page":2,"zoom":"XYZ 96 1078 0"},{"title":"Overview","page":2,"zoom":"XYZ 96 800 0"},{"title":"Section 1.0 Authorities and Other Requirements","page":7,"zoom":"XYZ 96 617 0","children":[{"title":"1.1  What specific legal authorities and/or agreements permit and define the collection of information by the project in question?","page":7,"zoom":"XYZ 96 575 0"},{"title":"1.2 What Privacy Act System of Records Notice(s) (SORN(s)) apply to the information?","page":8,"zoom":"XYZ 96 585 0"},{"title":"1.3 Has a system security plan been completed for the information system(s) supporting the project?","page":8,"zoom":"XYZ 96 355 0"},{"title":"1.4 Does a records retention schedule approved by the National Archives and Records Administration (NARA) exist?","page":8,"zoom":"XYZ 96 232 0"},{"title":"1.5 If the information is covered by the Paperwork Reduction Act (PRA), provide the OMB Control number and the agency number for the collection. If there are multiple forms, include a list in an appendix.","page":9,"zoom":"XYZ 96 902 0"},{"title":"2.1 Identify the information the project collects, uses, disseminates, or maintains.","page":9,"zoom":"XYZ 96 597 0"},{"title":"2.2 What are the sources of the information and how is the information collected for the project?","page":11,"zoom":"XYZ 96 1057 0"},{"title":"2.3  Does the project use information from commercial sources or publicly available data? If so, explain why and how this information is used.","page":11,"zoom":"XYZ 96 281 0"},{"title":"2.4 Discuss how accuracy of the data is ensured.","page":12,"zoom":"XYZ 96 1057 0"},{"title":"2.5 Privacy Impact Analysis: Related to Characterization of the Information","page":12,"zoom":"XYZ 96 913 0"}]},{"title":"Section 3.0 Uses of the Information","page":13,"zoom":"XYZ 96 1057 0","children":[{"title":"3.1 Describe how and why the project uses the information.","page":13,"zoom":"XYZ 96 986 0"},{"title":"3.2  Does the project use technology to conduct electronic searches, queries, or analyses in an electronic database to discover or locate a predictive pattern or an anomaly? If so, state how DHS plans to use such results.","page":13,"zoom":"XYZ 96 267 0"},{"title":"3.3  Are there other components with assigned roles and responsibilities within the system?","page":14,"zoom":"XYZ 96 1057 0"},{"title":"3.4 Privacy Impact Analysis: Related to the Uses of Information","page":14,"zoom":"XYZ 96 585 0"}]},{"title":"Section 4.0 Notice","page":15,"zoom":"XYZ 96 826 0","children":[{"title":"4.1 How does the project provide individuals notice prior to the collection of information? If notice is not provided, explain why not.","page":15,"zoom":"XYZ 96 736 0"},{"title":"4.2 What opportunities are available for individuals to consent to uses, decline to provide information, or opt out of the project?","page":15,"zoom":"XYZ 96 491 0"},{"title":"4.3 Privacy Impact Analysis: Related to Consent","page":15,"zoom":"XYZ 96 392 0"}]},{"title":"Section 5.0 Data Retention by the project","page":16,"zoom":"XYZ 96 918 0","children":[{"title":"5.1 Explain how long and for what reason the information is retained.","page":16,"zoom":"XYZ 96 826 0"},{"title":"5.2 Privacy Impact Analysis: Related to Retention","page":16,"zoom":"XYZ 96 707 0"}]},{"title":"Section 6.0 Information Sharing","page":16,"zoom":"XYZ 96 579 0","children":[{"title":"6.1 Is information shared outside of DHS as part of the normal agency operations? If so, identify the organization(s) and how the information is accessed and how it is to be used.","page":16,"zoom":"XYZ 96 467 0"},{"title":"6.2 Describe how the external sharing noted in 6.1 is compatible with the SORN noted in 1.2.","page":16,"zoom":"XYZ 96 339 0"},{"title":"6.3 Does the project place limitations on re-dissemination?","page":16,"zoom":"XYZ 96 241 0"},{"title":"6.4 Describe how the project maintains a record of any disclosures outside of the Department.","page":17,"zoom":"XYZ 96 1057 0"},{"title":"6.5 Privacy Impact Analysis: Related to Information Sharing","page":17,"zoom":"XYZ 96 957 0"}]},{"title":"There are no privacy risks to external information sharing.","page":17,"zoom":"XYZ 96 919 0"},{"title":"Section 7.0 Redress","page":17,"zoom":"XYZ 96 852 0","children":[{"title":"7.1 What are the procedures that allow individuals to access their information?","page":17,"zoom":"XYZ 96 740 0"},{"title":"7.2 What procedures are in place to allow the subject individual to correct inaccurate or erroneous information?","page":17,"zoom":"XYZ 96 592 0"},{"title":"7.3 How does the project notify individuals about the procedures for correcting their information?","page":17,"zoom":"XYZ 96 469 0"},{"title":"7.4 Privacy Impact Analysis: Related to Redress","page":17,"zoom":"XYZ 96 297 0"}]},{"title":"Section 8.0 Auditing and Accountability","page":18,"zoom":"XYZ 96 965 0","children":[{"title":"8.1 How does the project ensure that the information is used in accordance with stated practices in this PIA?","page":18,"zoom":"XYZ 96 895 0"},{"title":"8.2 Describe what privacy training is provided to users either generally or specifically relevant to the project.","page":18,"zoom":"XYZ 96 534 0"},{"title":"8.3 What procedures are in place to determine which users may access the information and how does the project determine who has access?","page":18,"zoom":"XYZ 96 339 0"},{"title":"8.4 How does the project review and approve information sharing agreements, MOUs, new uses of the information, new access to the system by organizations within DHS and outside?","page":19,"zoom":"XYZ 96 1057 0"}]},{"title":"Responsible Officials","page":19,"zoom":"XYZ 96 849 0"},{"title":"Approval Signature","page":19,"zoom":"XYZ 96 556 0"},{"title":"Appendix A \u2013 Authoritative Source Systems","page":20,"zoom":"XYZ 96 1057 0"},{"title":"Appendix B \u2013 Consuming Applications","page":24,"zoom":"XYZ 96 1057 0"}],"thumbnailType":"jpg","pageType":"html","pageLabels":[]};
